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Microsoft Confidential

1 We will help build 
a broad AI and 

cloud ecosystem 
across Europe.

2
We will uphold 
Europe’s digital 

resilience even when 
there is geopolitical 

volatility.

3

We will continue to 
protect the privacy 
of European data.

4

We will always help 
protect and defend 

Europe’s cybersecurity.

`

5
We will help 
strengthen 

Europe’s economic 
competitiveness, 

including for 
open source.



Microsoft 
expands local 
options

Microsoft EU 
Date Boundary

Microsoft  365 
Advanced Data 
Residency

Microsoft 
Cloud for 
Sovereignty

Microsoft 
European Cloud 
Principles

Datacenter regions in 
Europe.

Customer data, 
pseudonymized 

personal data stored 
and processed and 

professional services 
data stored in the 

boundary.

Controls over
Microsoft 365 
Customer Data 

location.

Build and digitally 
transform workloads 

with advanced 
sovereignty needs in 
the Microsoft Cloud.

Enhanced 
transparency in the 

public.
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Azure Virtual Desktop -
For a security reason?



Unlocking hybrid work scenarios

Data security
Improve regulatory compliance and IP 
protection via data centralization and a 
reduced threat surface

High-capacity computing
Cloud-scale compute and storage to 
support specialized workloads like 
design and development

BYOPC programs
Enable secure Cloud PCs, even on
personal devices

Disaster recovery
Help ensure continuity and access for your 
workforce and company data even in the 
most challenging circumstances

Temporary workforces
Simplify and accelerate the 
onboarding and offboarding process 
for elastic workforces

Mergers & acquisitions
Provide seamless transitions and 
access for growing businesses 

6



Microsoft modern desktop strategy

Information worker Power user Secure worker Shared devices Firstline workers

Fantastic & consistent 
UX for everyone

Users
Surface & OEM

/ 11
Azure Virtual Desktop Windows 365 Physical device

Native Microsoft 365 
physical & virtual 
desktop experience

Delivery

Zero-touch onboarding Secure evergreen devices Security monitoring Desktop analytics 

Azure Portal/ Microsoft Intune/ Defender for Endpoint Optimized operations 
and user experience

Management 
Native cloud 
management, 
security and controls
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But common challenges 
complicate meeting these 
needs:

Employee experience 
and impact on 
productivity

VPN and data center 
capacity & 
performance issues

Data security
and compliance 
concerns

Budget, skills and 
resource constraints
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• Can connect to on-premises resources via 
ExpressRoute or VPN

• User authentication using Entra ID identities
• Integrates with Microsoft Endpoint Configuration 

Manager (MECM) and Microsoft Intune
• Supports devices running non-Windows operating 

systems with Linux thin-client SDK and other tools

An optimized computing platform
High-level service architecture

Your subscription—your control 

Managed by Microsoft

Clients

Management

Diagnostics Gateway

Broker Load balancing

Azure Virtual Desktop Service

Compute Storage Networking

Infrastructure 

Windows 7 Enterprise 
Full Desktop 

RemoteApp

Windows 10/11 Enterprise

Windows Server 
2012 R2 and newer

Windows 10/11 Enterprise 
multi-session

Desktops and remote apps

User management and 
identity 

Image, app, and profile 
management

Networking policies

User density, VM sizing, 
and scaling policies

Management and policies

Full Desktop



Reference Architecture



Patch management

All VMs must be at the 
same update level after 
maintenance window is 
completed

Use one host pool as a 
pilot group before 
updating all host pools

Updates can be 
staged in a 
maintenance window 
to keep systems 
available after logon

Update VMs with existing 
Azure management 
solutions and all VMs in
a host pool

Use Configuration 
Manager to manage
your images



Azure Virtual Desktop for 
Azure Local (Azure Stack HCI)
Extending the benefits of cloud-managed VDI 
to on-premises

Introducing

Meet unique performance and data locality requirements 
with on-premises desktop and app virtualization
Centralized, cloud-based management for virtual desktops 
and applications 
The only VDI solution with full Windows 10 or 11 
multi-session support for cost optimization
Seamless integration with Microsoft 365 and Teams
End-user access from virtually anywhere
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Centralized management for Azure Virtual Desktop

Azure Virtual Desktop

Centralized management
from the Azure portal

Azure Virtual Desktop session hosts

Azure IaaS VMs

Azure Local (Azure 
Stack HCI)

VMs on-premises

End-user devices

Windows
macOS
Linux

HTML5
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Benefits of Azure Virtual Desktop for Azure Local
Cloud-based VDI

Simplify your VDI deployment—no need to 
manage brokers, gateways, or underlying servers 

and storage

Windows 11 multi-session

Get Windows 10 & Windows 11 multi-session 
or single session support

Achieve high utilization & lower operation costs

Performance

Enjoy optimized Microsoft 365/Teams experience
Use RDP Shortpath for low latency user access

Run graphic-intensive workloads with 
GPU support

Full control

Satisfy data locality requirements with efficient, 
performant on-premises storage and DR

Scale across cloud and on-premises

Manage and scale deployments across both
Azure and Azure Stack HCI through a single 

management experience

Optimize for cost

Use existing eligible Windows licenses
Save with Windows 10/11 multi-session support
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