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Attacks to industrial infrastructure are 
putting our nations at risk
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NIS2 in Deutschland

Frist

OT Relevanz

17. Oktober 2024 Herbst 2025 

1. Erweiterter Anwendungsbereich (Art. 2, Anhang I & II)  Kritische Infrastruktur, die OT nutzt
2. Sicherheitsanforderungen (Art. 21)  Sicherheitskonzepte für Netzwerke & Informationssysteme
3. Recital 9 & 15  Industrielle Steuerungsprozesse
4. NIS2UmsuCG §30, KRITIS-Dachgesetz-Entwurf  „SIEM/SOC“ auch für OT-Netzwerke
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Industrial networks are increasingly being exposed

Before 2000

Air Gapped Networks

Industrial automation using proprietary 
networking, completely isolated from 

enterprise and internet.

2000-2025

OT Using More IT
Industrial automation using TCP/IP 
networking, standard IT systems, 
and accessing enterprise apps. 

Starting 2025

Converged IT/OT
Software-defined automation, 
AI-driven processes, seamless 

comms between IT, OT, and cloud.

Industrial networks fully managed 
by the line of business

The line of business needs help from 
IT to manage complexity and security

The line of business needs advanced 
IT networking and security capabilities
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The heart of your business is your operations
and they’re everywhere

Utilities Renewables generation

Oil and Gas pipelineRoads and intersections Ports and Airports 

Manufacturing
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Section highlights

01
Smart manufacturing
Opportunities and 
challenges

02
Cisco solutions for smart 
manufacturing
Connect and secure the plant

03
Drive industrial innovation 
Transform manufacturing 
with digitization and AI
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Smart manufacturing

Cisco has worked 
with over 52,000
manufacturing 
customers and 
organizations, in
139 countries 
worldwide for more 
than 20 years
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The current state of 
industrial networking

Capital intensive projects

Increased cybersecurity risk 

Shortage of skilled workers
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Shift from the current-state of operational networks…

1. Cisco, Cisco 2024 State of Industrial IoT Voice of Customer Survey, 2024           2. Forrester Research "The State of Industrial Cybersecurity in 2024“, April 2024
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Say AI will have the greatest 
impact on industrial networking 

over the next 5 years1

Rate their IT and OT teams as 
independent in relation to 

network management1

39%

Describe cybersecurity 
compliance as critical for 
their operational network1

89% 48%
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Cisco industrial networking

Cisco is helping industries digitize
by bringing IT to the OT world

Enterprise Industrial

Networking familiar to IT but built for OT 

Simplified management

Cybersecurity
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Cisco industrial networking

Cisco Industrial IoT portfolio for manufacturing

Purpose built and validated for OT environments.  Deployed and managed via Catalyst Center

DIN-Rail Catalyst IE3200, IE3300, IE3400, IE3400H
Layer-2 and Layer-3 

DIN-Rail Catalyst IE3100 
Compact Layer-2

Catalyst IE9300 Stackable Rackmount

IW9165DIW9167I IW9165E

IW9167E IW9167E-HZ
Secure Equipment Access

SEA Gateway

SEA Gateway

Industrial CybersecurityIndustrial WirelessIndustrial Ethernet

Cyber Vision

CV Sensor

CV Sensor
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Cisco Industrial Threat Defense

Network as a fabric to secure OT at scale

Cisco
Secure Equipment Access

SEA
Network 
embedded
ZTNA gateway

Secure remote access (ZTNA)

Cisco 
Cyber Vision

Network 
embedded

visibility sensor

OT Asset Visibility
and Security Posture

Visibility

Zero Trust Security for OT

Protection

Visibility across the entire attack chain

Cross-Domain 
Security Operations

Detection & Response

Cisco
Secure Firewall

Cisco
ISE

Conduit

Zo
ne

-1

Network enforced segmentation

IEC 62443 zone segmentation

Zo
ne

-2

Cyber Vision

CV

Switch

CV

Router



Cisco Cyber Vision
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Visibility helps drive IT/OT collaboration to secure industrial operations

Identify OT assets and 
their communications

Spot vulnerabilities to 
patch or protect

Segment networks 
with access policies

Detect bypass or 
leaks in the IDMZ

Drive compliance 
and governance

Securing industrial operations starts with OT visibility
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Securing OT is a challenge of scale

assets in Manufacturing
10,000+

assets in Utilities
50,000+

assets in Roadways
100,000+

Traffic mirroring for OT visibility solutions
is too expensive and does not scale 
Existing OT visibility solutions are leading to stalled projects because of 

hidden costs and/or lack of IT manpower to deploy and maintain systems
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TCO of SPAN based solutions is not sustainable over long-term growth

Typical industrial visibility solutions require 
mirroring industrial network traffic via SPAN

Analytics

Purdue level 3

Purdue level 2

Purdue
level 0-1

ICS
Network

Additional switches
for SPAN collection 

Expensive cabling 
for collection network

Exponential traffic 
increase 
due to SPAN

Beware of hidden costs!



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Visibility
OT asset inventory

Communication patterns

Security Posture
Device vulnerabilities

Risk scoring

Operational Insights
Track process/device modifications

Record control system events

Cisco Cyber Vision
Visibility & Security Platform for the Industrial IoT

Context and insights that are foundational to building reliable and secure OT networks
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Cisco ISE
Micro-segmentation

Cisco Secure Firewall
Macro-segmentation

Cisco Secure Analytics
Netflow analysis

O T  V I S I B I L I T Y

Cyber Vision Sensors

Deep Packet Inspection built into your Cisco industrial network

Cisco XDR/Splunk
Correlate Threat Intelligence
Orchestrate Remediation

Extend IT security to your industrial settings

Cyber Vision Center
OT asset inventory and security posture

The broadest OT security solution on the market • Powered by Talos Threat Intelligence
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Easy to deploy in Brownfield and 
Greenfield environments

• Network-sensors embedded in 
Cisco networking for simple and 
highly scalable deployments

• Hardware or Virtual sensors
capturing traffic on any switch with 
a single hop SPAN to support 
brownfield deployments

• On-Center sensor to leverage 
existing SPAN infrastructures, or 
collect traffic within the datacenter

SPAN

Network sensor
DPI & DAD built into 
network equipment

Cyber Vision Center

Sensor

Hardware sensor
DPI, DAD & IDS for any 

network equipment

On-Center sensor
Centralized 
DPI and IDS

Sensor
Sensor

SPAN

SPAN

Sensor

DPI = Deep Packet inspection
DAD = Distributed Active Discovery
IDS = Intrusion Detection System 

Docker sensor
DPI & DAD deployed 
on 3rd party hardware

Cisco Switch

Third 
Party 

Switch

Third 
Party 

Switch

Third-Party 
Switch

Cyber Vision offers flexible deployment options 

Metadata
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Cisco Industrial Threat Defense is a comprehensive 
solution to protect, detect, 
and remediate across IT and OT environments. 

Cisco envisions the network as the fabric to secure 
OT at scale and is building a comprehensive 
platform to unify IT and OT domains.

- Forrester Research
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The Cisco Industrial Security Differentiation

Network as a 
fabric to secure 

OT at scale
Segmentation & 

Remediation Policies 
enforced by network 

equipment

OT Visibility
embedded in 

network equipment

ZTNA Remote Access 
gateway embedded in 

network equipment




